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Background

= Concern about online
safety

= A number of initiatives .
by ICO, Police forces Onlmle Harms
and DCMS \White Paper

= Shift of focus from April 2019
corporate risk to
Individual risk

= Privacy calculus —
|nd|V|duaI assessm_ent
of benefits versus risks
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HM Government
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Method

/ - = |dentified common risks by monitoring individual online
use

= Used this to develop a scope for the ontology
= Imported existing terminology and definitions

= Developed scenarios where individuals are exposed to
online risk

= Created relationships between different elements of risk
= Tested scenarios in a workshop and modified the ontology
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Ontology demo

|~ =Using Synaptica’s Graphite system
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Further work

= Further development of the risk model
= Making the ontology available and discoverable

= [ntegration with high-level ontologies such as the Basic
Fundamental Ontology

= Population of the ontology with instances using linked
open data sets

= Explore strengths of relationships and associations
between concepts in a populated ontology
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Potential applications

= |dentify commonalities between incidents
= Facilitate responses based on common characteristics
= Inform policy-making

= Better understanding for estimating risk probability and
impact
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